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ITIL FRAMEWORK AS A STANDARD OF INFORMATION SECURITY

Abstract
In this paper | started overviewing exploring ITIL as an IT service managment, in brief | talked about ITIL's
components, and the ISMS, that created by using circle of Deming.
Key words
ITIL, ISMS, best practice, metaodel, circle of Deming, OGC.

Introduction :

Information technologies (IT) are a very important for developing and ensuring activity of the modern
industrial enterprises and organizations of various levels. Information security plays an important role in protecting
the data and assett@an organization. Organization needs to be fully aware of the needs to devote more resources t
the protection of information assets. The paper describes the need for an appropriate-tasddeapproach to
ISM, and how that relates to standards, fieatiion and best practices, particularly ITIL. It will explore the alignment
of ITIL with the wider ISM best practice captured in the ISO ISM standards, indicating ISM areas that are and are
not addressed by the published ITIL guidance.

Overview of ITIL :

IT infrastructure is shown in a standard called Information Technology Infrastructure library (ITIL V3) as a
combined set of hardware, software, networks, facilities, etc. (including all of the information technology). In order
to develop, test, deliver,anitor, control, control or support IT services. The information technology Infrastructure
library (ITIL) is a combined of services in IT sector which labeled as a (IT service management). ITIL present a
broad set of management procedures, apply todcas of IT Infrastructure, with which an organization can manage
it's IT operations.

ITIL is considered as best practiceof IT service management, because of ITIL has shown results superior to
those achieved with other means, and a continual processvienpent. ITIL V3 has five services:

l. service strategy.

Il. Service design.

[ll. Service transition.

IV. Service operation.

V. Continual service improvement.

In (Figure.1) shows the services life cycle

Continual service improvement

} Service
N =
 Senvice ( Service
Design Operation

\
A\

| M- — N

Continual service improvement

Fig.1. ITIL service life-cycle
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A) ITIL service life cycle :-

. service strategyi guides to how talesign, develop and implement service management from organizational
capabilities perspective and strategic asset.

It covers these part of IT systems : the development of markets, internal and external, service assets, servi
catalogue and implementatiofi strategy through the service liégcle.

Il. Service desigr guides the design and development of services, service management and how to develoj
design capabilities for service management.

It covers design principles and methods for converting stratdg@éctives into portfolios of services and
service assets. It includes the changes and improvements necessary to increase or maintain value to customers
the life-cycle of services, the continuity of services, achievements of service levels and canotmatandards
and regulations, it guides organizations on how to develop design capabilities for service management.

lll. Service transitioni it is guides on how to develop improve the capabilities to transit new and changed
services into operations. B also supply guidance on how the requirements of service strategy encoded in service
design are affectively realized in service operation while controlling the risks of failure and disruption.

This service integrate practices in release management, praggaagement and risk management and places
them in the practical content of service management.

B) ITIL security Management :-

the main concept of security management is the information security beside the aim of information security i
to secure inform&n that comes after the value of information.

Information security is a management activity within the corporate governance framework which provides the
strategic direction for security activities and ensures objectives are achieved. The purpose afitmf@acurity
Management (ISM) is to provide a focus for all aspects of IT security and manage all IT security activities.

ISM should be the focal point for all IT security issues, to insure the best ISM, it should know all the total IT
and business sedtyr environment. The ISM within ITIL can help companies assets their risks, and respond to
incident. ITIL have more specifically, the ITIL security management process, is widely used, for the implementation
of information security within an organizatio.IL V3 has placed the Information Security Management process
within the Service design core practice book, the goal of the information security management process is to align |
security with business security and ensure that information security witfebsisecurity and ensure that information
security is effectively managed in all services and service management activities.

The security management process consists of activities that are carried out by the security management its
or activities thatire controlled by the security management. Because the organizations and their activities within the
security management process must be revised continuously, in order to-iegatg and effective.

Security management is a continuous process and litecaompared to the quality circle@émingPlanDo-
CheckAct, as an ISMS created by the need of organization. The inputs are the requirements which are formed &
the clients. The requirements are translated into security services, security qualigettetmbe provided in the
security section of the service level agreements. In (figure 2) shows ITIL security management framework.

- The five elements within this framework are as follows (OGC, 2007):

Control T The objectives of the control element &we Establish a management framework to initiate and
manage information security in the organization.

Plani the objective of the plan is to device and recommend the appropriate security measures, based on :
understanding of the requirements of the organization.

Implement i the objectives of the implementation is to ensure that appropriate procedureq)damistsols
are in place to underpin the information security policy.

Evolution T the objectives of the evolution element are to: supervise and check compliance with the security
policy and security requirements in SLAs and OLAs; carry out regular audits of the technical security of IT systems

Maintain - the objectives of this maain element are to: improve security agreements as specified in, for
example, SLAs and OLAs; improve the implementation of security measures and contents.
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IT service provider implements SLA Security requirements

MAINTAIN:
« Leamn
* Improve
> . Plan vel agreement
» Implement
CONTROL:
* Organize
* Create management Frameworl
« Allocate Responsibilities
IMPLEMENT:
» Improve awareness
EVALUATES + Classification and management resources
o Liffern * Personal security
L« E * Physical security

2 -«
Security management of hardware, hetworks,
applications, etc..

esolve security incident

Fig.2.ITIL Security Management Framework

The process in framework is divided into quincesses, theseibprocessescontrol subprocess organizes
and manages the security management process itself.

l Create policy statement ’

( Setup the security organization '

{ repc‘)'rting }

Fig.3.Meta-process model Control sub-process
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The following (figure.3) is the mefarocess model of the control sptocessthe following (figure.3.1) is the

processdata model of theontrol subprocess. This picture shows the integration of the two models. The dotted
arrows indicate which concepts are created or adjusted in the corresponding activities.

Control

Create policy statement

Setup the security
organization

l P Security management ) g

framework

reporting

Fig.3.1.process data model of the control sub-process

Conclusion

Information security describes activities that relate to the giote®f information and information
infrastructure assets against the risks of loss, misuse, disclosure or damage. There is a need for a set of benchm
or standards to help ensure an adequate

level of security is attained, resources are used efficieanly the best security practices are adopted. Systems
such as ITIL can be used as a foundation for the development of a sound information security process. In this pay
| wrote an overview of ITIL and a little focus on service design which evaluated@s af information security
management to describe the construction of ITIL services. ITIL considered as a best practice of IT service
Management. Service design is a phase of the ITIL servieeyidie. Since the security of information is one of the
most important services which needed in data's life.
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